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1. Introduction
The purpose of this document is to explain steps that the third-party apps will need to follow to retrieve members information via Community Care Plan (CCP) FHIR APIs. It will also provide details on what data can be retrieved from which endpoints.
2. Base URL (ZeOmega)
PROD URL: 
	API
	Base URL

	Patient Access APIs (Clinical and Pharmacy claims)
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/

	Provider directory
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/v1/ProviderDirectory/ 

	Drug formulary
	https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/DrugFormulary/ 



UAT URL: 
	API
	Base URL

	Patient Access APIs (Clinical and Pharmacy claims)
	https://ccpuatcmsioapi.zeomega.com/t/ccpuat.com/fhir/r4/

	Provider directory
	https://ccpuatcmsioapi.zeomega.com/t/ccpuat.com/fhir/v1/ProviderDirectory/ 

	Drug formulary
	https://ccpuatcmsioapi.zeomega.com/t/ccpuat.com/fhir/r4/DrugFormulary/ 



3. ZeOmega/EPIC Capability
A Capability Statement documents a set of capabilities (behaviors) of a FHIR Server for a particular version of FHIR that may be used as a statement of actual server functionality or a statement of required or desired server implementation. Capability statement for CCP APIs can be downloaded using following URLs - 
1. https://ccpcmsioapi.zeomega.com/t/ccpprd.com/fhir/r4/metadata 
2. https://mhssp.mhs.net/fhir/api/FHIR/R4/metadata 
· ZeOmega
CCP allows members to access their clinical and pharmacy claims data via industry standard FHIR APIs. Member facing apps can request member data for a particular resource, or request that all patient data (for the supported resources). Additionally, all resources are read-only; methods other than GET are not supported by this API. 
For the list of available profiles, please refer to the ZeOmega Public API Catalog.


· EPIC
CCP allows patients to access their medical claims data via industry standard FHIR APIs.   This data is available via the set of FHIR API servers listed below:
	Data Type
	FHIR Server Base URL
	API Documentation

	Medical Claims
	TST – https://soapproxytest.mhs.net/FHIR-TST/CCPOAUTH/api/FHIR/r4/ 
PROD - https://mhssp.mhs.net/fhir/api/FHIR/R4/ 

	https://fhir.epic.com/


4. App Registration For Epic
Access to these APIs servers is managed by a single OAuth 2.0 authorization server.  This allows a patient to authorize your application once for all data managed by CCP, regardless of which API server contains the data.  In OAuth 2.0 terms, this is using a single access token for two “audiences”.  
As an app developer, you have two options for connecting your app to these API servers:
[Preferred] Support one-time authorization for all data managed by CCP
This option provides for an improved patient experience, as the patient only needs to authorize your app once to allow your app to download data from both API servers.  However, this does require your app to specifically support multiple API servers associated with a single authorization server.
To implement this option, your app should use the SMART on FHIR Standalone Launch sequence.  The patient can authorize your app to access their data managed by CCP.  Your app will be issued an access token granting access to the data authorized by the patient.  Your app can use that access token to perform API calls against all API servers associated with CCP.
App Development Steps
1. Register your application on https://fhir.epic.com/.  
3. This registration will apply to all API servers.
3. Register scopes for all APIs you want to access from any API server.
1. Implement the SMART on FHIR Standalone Launch flow in your app.
1. Load the API server endpoints you intend to connect to.  You can select from the endpoints listed on https://open.epic.com/MyApps/Endpoints and the non-Epic endpoints listed above.
 
Note: For the convenience of the patient, you may want to group endpoints from the same organization in to one UI selection element.  For example, the patient would see a UI element to connect to CCP, but your app would have a behind-the-scenes relationship between the patient-visible organization and the list of API endpoints you will query for data.
[Discouraged] Require per-API server authorization.
This option provides a suboptimal user experience, as the patient must authorize your app for each API server independently.  
To implement this option, your app would initiate the SMART on FHIR Standalone Launch flow once for each API server. 
5. Run-time Data Access Steps
1. Present the patient with the endpoints or organization they want to download their data from.
2. Initiate the SMART on FHIR Standalone Launch flow with the OAuth2 authorization server associated with the endpoint.
3. Perform API requests against each API server associated with the organization.
5. Use the same access token issued during the Standalone Launch flow for both API servers.
5. Use the member EPIC FHIR ID communicated during the Standalone Launch flow for both API servers.
1. Since there are two additional requests to EPIC that ZeOmega will make before responding with data, there will be a lag that the apps may experience as a result of this. 
Please refer to the following EPIC documentation for using EPIC Authorization Server to access third party API data.
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[bookmark: _Toc272151037][bookmark: _Toc157181313][bookmark: _Toc3463069][bookmark: _Toc75300713]1. Introduction

[bookmark: _Toc3463070]The Zeomega FHIR API Reference Guide describes the implementation of the Fast Healthcare Interoperability Resources (FHIR) specification, which is a standard for exchanging healthcare information electronically. The guide outlines the steps necessary for clients to connect to the Zeomega FHIR API and how to retrieve patient health information from Zeomega.

[bookmark: _Toc75300714]2. Getting Started	

The Zeomega FHIR API support based on US CORE Profiles FHIR R4 standard. It is a RESTful API, where all resource requests performed using HTTPS, the server responds with standard HTTP response codes, and data is returned in JSON format. Additionally, the API is secured, which is built on the OAuth 2.0 standard. Before you can access our API, you must complete our registration process, which will provide you with the necessary credentials for authentication.	

[bookmark: _Toc75300715]3.API Endpoints

The base url for each endpoint is https://api-cms.zeomega.net/t/fhir/r4



The URL mentioned here is an illustration and the actual URL will be shared once  SLA signed off from clients



[bookmark: Authentication_and_Authorization][bookmark: _bookmark5][bookmark: _Toc75300716]4. Authentication and Authorization

The Zeomega FHIR API is built on the OAuth 2.0 standard for authentication and authorization. This framework provides secure access to patient data by requiring that every resource request includes an access token (as the Bearer token) in the Authorization header. At a high level, retrieving an access token involves:

Initiating an authorization grant request (to the authorization server's authorize endpoint URL). This request contains parameters, such as scope, client ID, and redirect_uri.

Receiving an authorization code (from the authorization server) at the specified redirect_uri.

Submitting the authorization code for an access token (via HTTP POST to the authorization server’s token endpoint URL).

Receiving an access token (from the authorization server) at the specified redirect_uri.

Receiving a new access token using a refresh token (via HTTP POST to the authorization server’s token endpoint URL)

[bookmark: _bookmark6][bookmark: _Toc47595895][bookmark: _Toc75300717] 4.1 Access Tokens

Access tokens are used to make API requests on behalf of a user. To request an access token, you must submit an authorization request to the authorize endpoint, and then once successfully authorized, exchange the authorization code for an access token via a POST request to the token endpoint.



[bookmark: _bookmark7][bookmark: _Toc47595896][bookmark: _Toc75300718]4.1.1 Submit Authorization Request

Create a request for authorization by adding the parameters in the authorize endpoint URL's query component, using the "application/x-www-form-urlencoded" format. If successful, the authorization server returns a JSON response with the authorization code.

[bookmark: _bookmark8][bookmark: _bookmark9][bookmark: _Toc47595897]

[bookmark: _Toc75300719]4.1.2 Refresh Tokens

A refresh token can be used to replace an expired access token without user intervention.  To request a new access token, use an HTTP POST including the parameters to the authorization server's token endpoint URL, using content-type application/x-www-form-urlencoded.



[bookmark: Response_Codes][bookmark: _bookmark10][bookmark: _Toc47595898][bookmark: _Toc75300720]4.2 Response Codes

The Zeomega FHIR API uses standard HTTP response codes to indicate the status of a request.

		Response Code

		Description



		200

		The request was completed successfully.



		400

		The request was not properly constructed.



		401

		The user credentials were not authorized.



		404

		The requested resource was not found, or no entries were found for the give search parameters.



		500

		An internal server error occurred.





 

[bookmark: _bookmark11]Not Found Response

When no data is found for the given search parameters, a 404 code with the following response (JSON) body is returned:

			{

"resourceType": "OperationOutcome", "issue": [

{

"severity": "error", "code": "processing",

"diagnostics": "No resource entries found for the given search criteria."

}

]

}



[bookmark: _Toc75300721]5.Capability Statement

A Capability Statement documents a set of capabilities (behaviors) of a FHIR Server for a particular version of FHIR that may be used as a statement of actual server functionality or a statement of required or desired server implementation. Zeomega follows the FHIR R4 version and our FHIR server capabilities adherence with FHIR R4 version.

 

Note: For more information on FHIR capability 

· US Core profiles - http://hl7.org/fhir/us/core/STU3/CapabilityStatement-us-core-server.html

· FHIR R4 Profiles - https://www.hl7.org/fhir/capabilitystatement.html



[bookmark: _Toc75300722]5.1 Zeomega FHIR Server Capability Statement:

The client can find or download the Zeo FHIR server capability statement for the clinical profiles using search by metadata from the baseURL . The  below URL mentioned here is an illustration and the actual URL will be shared once  SLA signed off from clients. 



· Capability Statement Clinical Profiles URL - https://api-cms.zeomega.net/t/fhir/r4/metadata

· Capability Statement Provider Directory Profiles URL – https://api-cms.zeomega.net/t/zeoprod.com/ProviderDirectory/v1/metadata

· Capability Statement Drug Formulary Profiles URL - https://api-cms.zeomega.net/t/zeoprod.com/DrugFormulary/v1/metadata



[bookmark: Resources][bookmark: _bookmark12][bookmark: _Toc75300723]6. FHIR Clinical Resources

A FHIR resource represents exchangeable pieces of health care data, such as patient problems or medications. The FHIR resources and the corresponding Common Clinical Data Set (CCDS) elements supported by the Zeomega FHIR API. You can request patient data from a particular resource, or request that all patient data (for the supported resources). Additionally, all resources are read-only; methods other than GET are not supported by this API. 



Note: For general information on FHIR resources, see the HL7 FHIR documentation.



[bookmark: _Toc75300724]6.1 Patient 

The Patient resource API to search and fetch the demographics and other administrative information about an individual patient from the source system.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/Patient?[parameter={value}] 

		Retrieve Patient details meeting the specified search criteria



		

		• Read

		/Patient/{ID}

		Retrieve patient details by patient ID



		Response Format

		application/JSON











Search Parameters

		Parameter Name

		Description

		Example



		https://[base]/Patient[id]

		search patient details by using the _id search parameter:

		1.https://[base]/Patient/1032702

2.https://[base]/Patient?_id=1032702



		https://[base]/Patient?identifier={system|}[code]

		searching a patient by an identifier by the source system id’s such as a ELIG ID using the identifier search parameter

		https://[base]/Patient?identifier=http://zeomega.com|1032702



		https://[base]/Patient?name=[string]

		search patients with matching family/given/name

		https://[base]/Patient?name=Joe



		https://[base]/Patient?birthdate=[date]&name=[string]

		YYYY-MM-DD format, search the patient using date of birth and the patient’s name

		https://[base]/Patient?name=Joe&birthdate=2007-03-20



		https://[base]/Patient?gender={system|}[code]&name=[string]

		Search the patient using the gender code and the family/given/suffix/prefix names

		https://[base]/Patient?name=Joe&gender=female







Response Fields

All the Mandatory and Must support data elements are to be populate as specified in the US Core Patient Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data elements

		Descriptions



		Patient id

		The logical id of the resource.  This is the ID of the patient resource in the FHIR server at the time of creation in the source system. (internal Id)



		Patient Identifier

		An identifier for this patient 



		Active

		Whether this patient record is in active use



		Patient name

		A name associated with the individual



		Telecom Information (may include phone and email)

		Patient telecom



		Gender (administrative)

		Patient Gender 



		Date of Birth

		The date of birth for the individual



		Deceased

		Indicates if the individual is deceased or not



		Address

		An address for the individual



		Marital status

		patient's most recent marital (civil) status.



		Communication (preferred language)

		The language which can be used to communicate with the patient about his or her health



		Extensions - Birth sex

		Patient Sex - http://hl7.org/fhir/us/core/StructureDefinition/us-core-birthsex



		Extensions - Ethnicity

		Patient ethnicity- http://hl7.org/fhir/us/core/StructureDefinition/us-core-ethnicity



		Extensions - Race

		Patient Race - http://hl7.org/fhir/us/core/StructureDefinition/us-core-race







[bookmark: _Toc75300725]6.2 Allergy Intolerance

The FHIR AllergyIntolerance resource defines clinical information about a patient’s allergic response to a substance. The search interaction enables the client to query for all allergies associated with a given patient's medical history for a given search parameter

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/AllergyIntolerance?[parameter={value}]

		Retrieve AllergyIntolerance resources using the specified search criteria



		

		• Read

		/AllergyIntolerance/{ID}

		Retrieve details about AllergyIntolerance ID



		Response Format

		application/JSON







Search Parameters:

		Parameter Name

		Description

		Example



		https:// [base]/AllergyIntolerance? patient=[reference]

		searching for all allergies for a patient using the patient search parameter:

		1.https:// [base]/AllergyIntolerance? patient=1032702





		https://[base]/AllergyIntolerance?patient=[reference]&clinical-status={system|}[code]

		searching AllergyIntolerance resources for the specified clinical status

		https://[base]/AllergyIntolerance?patient=[1032702]&clinical-status=http://terminology.hl7.org/CodeSystem/allergyintolerance-clinical|active





		https:// [base]/AllergyIntolerance? _id

		Fetches a single AllergyIntolerance by resource id

		GET [base]/AllergyIntolerance?_id=12354









Response Fields:

All the Mandatory and Must support data elements are to be populate as specified in the US Core AllergyIntolerance Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		Allergy Id

		Logical id of this artifact



		Clinical Status

		active | inactive | resolved



		Verification Status

		unconfirmed | confirmed | refuted | entered-in-error



		Allergy Type

		allergy | intolerance - Underlying mechanism (if known)



		Category (medication, food, environment)

		food | medication | environment | biologic



		Criticality/potential harm

		low | high | unable-to-assess



		Allergy Code

		Code that identifies the allergy or intolerance



		Patient with allergy/intolerance

		Who the sensitivity is for



		Encounter

		Encounter when the allergy or intolerance was asserted



		Date of allergy onset

		When allergy or intolerance was identified



		Date/Time recorded

		Date first version of the resource instance was recorded



		Who recorded

		Who recorded the sensitivity



		Who reported

		Source of the information about the allergy



		Comment

		Additional text not captured in other fields



		Adverse reaction (clinical symptoms/manifestation)

		Clinical symptoms/signs associated with the Event



		Adverse reaction (severity)

		mild | moderate | severe (of event as a whole)







[bookmark: _Toc75300726]6.3 Diagnostic Report

The FHIR Diagnostic Repot resource contains the findings and interpretation of diagnostic tests performed on patients, groups of patients, devices, and locations, and/or specimens derived from these. The Search interaction enables the client to query for the Diagnostic Report for a given patient with a given search parameters.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/DiagnosticReport?[parameter=value]

		RetrieveDiagnosticReprt resources using the specified search criteria



		

		• Read

		/DiagnosticReport/{ID}

		Retrieve details about DiagnosticReport ID



		Response Format

		application/JSON





Search Parameters:

		Parameter Name

		Description

		Example



		https:// [base] /DiagnosticReport?patient=[reference]

		searching for all diagnosticreports for a patient using the patient search parameter

		1.https:// [base] /DiagnosticReport?patient=1137192





		https://[base] /DiagnosticReport?patient=[reference]&category=http://terminology.hl7.org/CodeSystem/v2-0074|LAB

		Fetches a bundle of all DiagnosticReport resources for the specified patient and a category code = LAB

		https://[base]/DiagnosticReport?patient=f201&category=http://terminology.hl7.org/CodeSystem/v2-0074|LAB



		https://[base]/DiagnosticReport?patient=[reference]&code={system|}[code]{,{system|}[code],...}

		Fetches a bundle of all DiagnosticReport resources for the specified patient and report code(s) and support search by multiple report codes.

		https://[base] /DiagnosticReport?patient=1032702&code=http://loinc.org|24323-8



		https://[base]/DiagnosticReport?patient=[reference]&category=http://terminology.hl7.org/CodeSystem/v2-0074|LAB&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		Search using the combination of the patient and category and date

search parameters:

including support for

1. date comparators: gt,lt,ge,le

2. composite AND search on date (e.g.date=[date]&date=[date]]&...)



		https://[base] /DiagnosticReport?patient=f201&category=http://terminology.hl7.org/CodeSystem/v2-0074|LAB&date=ge2010-01-14



		https:// [base]/DiagnosticReport?patient=[reference]&status={system|}[code]{,{system|}[code],...}

		Search all DiagnosticReport resources for the specified patient and status 

		https:// [base]/DiagnosticReport?patient=1137192&status=completed



		https:// [base]/DiagnosticReport?patient=[reference]&code={system|}[code]{,{system|}[code],...}&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		Search all DiagnosticReport resources for the specified patient and date and report code(s)

		https:// [base]/DiagnosticReport?patient=f201&code=http://loinc.org|24323-8&date=ge2019-01-14







Response Fields:

All the Mandatory and Must support data elements are to be populate as specified in the US Core DiagnosticReport Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		Id

		Logical id of the resource



		Identifier

		Business identifier of the resources



		Status

		The status of the diagnostic report



		Category (laboratory, social history)

		A code that classifies the clinical discipline, department or diagnostic service that created the report



		Code (Observation name or text)

		The test, panel or battery that was ordered



		Subject (Patient)

		The subject of the report



		Encounter

		The healthcare event (e.g. a patient and healthcare provider interaction) which this DiagnosticReport is about.



		Effective date/time (collection date/time for laboratory)

		This is the Specimen Collection Datetime or Period which is the physically relevant date Time for laboratory tests.



		Issued (date/time observation made available, entered, verified)

		The date and time that this version of the report was made available to providers, typically after the report was reviewed and verified.



		Performer

		The diagnostic service that is responsible for issuing the report.



		Observation value or result

		Observations that are part of this diagnostic report.



		Data absent reason

		Reason for data absent reason



		Reference range

		Range value of observation results







[bookmark: _Toc75300727]6.4 Document Reference

The DocumentReference resource is used to describe a document that is made available to a healthcare system. This profile sets minimum expectations for searching and fetching patient documents including Clinical Notes using the DocumentReference resource

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/DocumentReference?[parameter=value]

		Retrieve DocumentReference resources using the specified search criteria



		

		• Read

		/DocumentReference/{ID}

		Retrieve details about DocumnetReference ID



		Response Format

		application/JSON





 

Search Parameters :

		Parameter Name

		Description

		Example



		https:// [base]/DocumentReference[id]

		fetching a DocumentReference using the _id search parameter

		1.https:// [base]/DocumentReference/2169591

https:// [base]/DocumentReference?_id=2169591



		https:// [base]/DocumentReference?patient=[reference]

		searching for all documentreferences for a patient using the patient search parameter

		https://[base]/DocumentReference?patient=1137192



		https:// [base]/DocumentReference?patient=[reference]&category=http://hl7.org/fhir/us/core/CodeSystem/us-core-documentreference-category|clinical-note

		searching using the combination of the patient and category search parameters

		https:// [base]/DocumentReference?patient=1235541&category=http://hl7.org/fhir/us/core/CodeSystem/us-core-documentreference-category|clinical-note



		https:// [base]/DocumentReference?patient=[reference]&category=http://hl7.org/fhir/us/core/CodeSystem/us-core-documentreference-category|clinical-note&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and category and date search parameters

1. date comparators: gt,lt,ge,le

2. composite AND search on date (e.g.date=[date]&date=[date]]&...)



		https:// [base]/DocumentReference?patient=1235541&category=http://hl7.org/fhir/us/core/CodeSystem/us-core-documentreference-category|clinical-note&date=ge2019



		https:// [base]/DocumentReference?patient=[reference]&type={system|}[code]

		searching using the combination of the patient and type search parameters:

		https://[base]/DocumentReference?patient=1316024&type=http://loinc.org|18842-5



		https:// [base]/DocumentReference?patient=[reference]&type={system|}[code]&period={gt|lt|ge|le}[date]{&period={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and type and period search parameters

		https:// [base]/DocumentReference?patient=2169591&type=http://loinc.org |34133-9&period=ge2019







Response Fields

All the Mandatory and Must support data elements are to be populate as specified in the US Core DocumentReference Profiles. The Optional Data elements can be display if the data are available in the source Systems.

 

		Data Elements

		Description



		DocumentReference id

		DocumentReference resource id



		Document status

		current | superseded | entered-in-error



		Document type

		Type of Document



		Document category

		Category of the Document



		Subject (Patient)

		Patient Reference



		Author

		Who and/or what authored the document



		Authenticator/verifying provider

		Who/what authenticated the document



		Document description/title

		Human-readable description



		Document Attachment

		Where to access the document



		Attachment ContentType

		Mime type of the content, with charset etc.



		Created date/time

		Time of service that is being documented



		Title

		Label to display in place of the data



		URL (fully qualified link to the document)

		Uri where the data can be found



		Patient encounter

		Encounter Reference (Context of the document content)



		Document period

		Time of service that is being documented







[bookmark: _Toc75300728]6.5 Encounter

The FHIR Encounter resource is an interaction between a patient and healthcare provider(s) for the purpose of providing healthcare service(s) or assessing the health status of a patient. The Encounter resource to record, search and fetch basic encounter information for an individual patient

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/Encounter?[parameter=value]

		Retrieve Encounterresources using the specified search criteria



		

		• Read

		/Encounter/{ID}

		Retrieve details about EncounterID



		Response Format

		application/JSON







Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/ Encounter[id]

		fetching an encounter using the _id search parameter

		1.https:// [base]/ Encounter/12354 

https://[base]/ Encounter?_id=12354





		https:// [base] [base]/Encounter?patient=[reference]

		searching for all encounters for a patient using the patient search parameter

		https://[base]/ /Encounter?patient=1137192



		https://[base]/Encounter?date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}&patient=[reference]

		searching using the combination of the patient and category and date search parameters

1. date comparators: gt,lt,ge,le

2. composite AND search on date (e.g.date=[date]&date=[date]]&...)



		https:// [base]/Encounter?patient=example1&date=ge2019



		https:// /Encounter?identifier={[system]}|[code]

		searching using the identifier search parameter

		https:// [base]/Encounter?identifier=http://hospital.smarthealthit.org|1032702



		https:// [base]/Encounter?class={[system]}|[code]&patient=[reference]

		searching using the combination of the class and patient search parameters:

		https:// [base] /Encounter?patient=example1&class= http://terminology.hl7.org/CodeSystem/v3-ActCode code|AMB



		https://[base]/ Encounter?patient=[reference]&type={[system]}|[code]

		searching using the combination of the patient and type search parameters

		https:// [base]/Encounter?patient=1137192&type=http://www.ama-assn.org/go/cpt code|99201



		https://[base]/Encounter?patient=[reference]&status={[system]}|[code]

		searching using the combination of the patient and status search parameters

		https:// [base]/Encounter?patient=example1&status=finished







 Response Fields:

All the Mandatory and Must support data elements are to be populate as specified in the US Core Encounter Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		Encounter id

		Logical id



		Encounter identifier 

		Identifier(s) by which this encounter is known.



		Status

		Status of the Encounter



		Class

		Concepts representing classification of patient encounter such as ambulatory (outpatient), inpatient, emergency, home health or others due to local variations.



		Type

		Specific type of encounter (e.g. e-mail consultation, surgical day-care, skilled nursing, rehabilitation)



		Service Type

		Broad categorization of the service that is to be     provided (e.g. cardiology)



		Priority

		Indicates the urgency of the encounter.



		Subject

		The patient or group present at the encounter.



		Participant:

		The list of people responsible for providing the service



		Start/end time of the encounter

		The start and end time of the encounter.



		Reason for visit

		Reason the encounter takes place, expressed as a code. For admissions, this can be used for a coded admission diagnosis.



		Hospitalization:

		Details about the admission to a healthcare service



		Location:

		List of locations where the patient has been during this encounter



		Service provider (Organization)

		The organization that is primarily responsible for this Encounter's services







[bookmark: _Toc75300729]6.6 Immunization

The FHIR Immunization Resource provides information about a patient's immunizations, including the vaccine administered and details regarding the administration. The Immunization resource includes the view of current and historical administration of vaccinations to a patient in all healthcare settings. This resource contains the functionality to query a patient’s immunization history.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/Immunization?[parameter=value]

		Retrieve Immunization resources using the specified search criteria



		

		• Read

		/Immunization /{ID}

		Retrieve details about Immunization ID



		Response Format

		application/JSON







Search Parameters 

		Parameter Name

		Description

		Example



		https:// [base]/Immunization?patient=[reference]

		fetching an encounter using the _id search parameter

		1.https:// [base]/Immunization?patient=1137192



		https:// [base] /Immunization?patient=[reference]&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and date search parameters

		https://[base]/ Immunization?patient=1137192&date=ge2019-01-14



		https://[base] /Immunization?patient=[reference]&status={[system]}|[code]

		searching using the combination of the patient and status search parameters

		https:// [base]/Immunization?patient=1137192&status=completed





 

Response Fields:

All the Mandatory and Must support data elements are to be populate as specified in the US Core Immunization Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		Id

		The logical id of the resource, as used in the URL for the resource



		Status

		Indicates the current status of the immunization event.



		Status reason

		Indicates the reason the immunization event was not performed



		Vaccine administered

		Vaccine that was administered or was to be administered.



		Patient

		The patient who either received or did not receive the immunization



		Patient encounter

		The visit or admission or other contact between patient and health care provider the immunization was performed as part of.



		Administration date/time

		Date vaccine administered or was to be administered



		Source of secondarily reported record

		The source of the data when the report of the immunization event is not based on information from the person who administered the vaccine.



		Location

		The service delivery location where the vaccine administration occurred



		Vaccine manufacturer

		Name of vaccine manufacturer.



		Vaccine lot number

		Lot number of the vaccine product.



		Vaccine expiration date

		Date vaccine batch expires.



		Vaccine administration site

		Body site where vaccine was administered



		Vaccine administration route

		The path by which the vaccine product is taken into the body



		Dosage administered

		The quantity of vaccine product that was administered



		Performer

		Indicates who performed the immunization event



		Note

		Extra information about the immunization that is not conveyed by the other attributes.







[bookmark: _Toc75300730]6.7 Medication Request

The MedicationRequest resource provides orders for all medications along with administration instructions for a patient in both the inpatient and outpatient setting (orders/prescriptions filled by a pharmacy and discharge medication orders)

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/MedicationRequest?[parameter=value]

		Retrieve MedicationRequest resources using the specified search criteria



		

		• Read

		/ MedicationRequest /{ID}

		Retrieve details about MedicationRequest ID



		Response Format

		application/JSON







Search Parameters

		Parameter Name

		Description

		Example



		https://[base]/MedicationRequest?intent

		search MedicationRequest details by   spefied intent

		https://[base]/ /MedicationRequest?intent=order



		https://[base]/ /MedicationRequest? status

		search MedicationRequest resources for the specified  status

		https://[base]/MedicationRequest? status = active



		https://[base]/MedicationRequest?patient

		Search the MedicationRequest resource for the specified patient

		https://[base]/MedicationRequest?patient=14676



		https://[base]/MedicationRequest?encounter

		Search the MedicationRequest resourcefor the specified encounter

		https://[base]/MedicationRequest?encounter=Encounter/123



		https://[base]/MedicationRequest?authoredon



		Search the MedicationRequest resourcefor the specified authredon



		https://[base]/MedicationRequest?authoredon=ge2019







Response Fields

All the Mandatory and Must support data elements are to be populate as specified in the US Core Encounter Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Descriptions



		MedicationRequest id

		The logical id of the resource, as used in the URL for the resource



		Status

		A code specifying the current state of the order. Generally, this will be active or completed state.



		Status Reason

		Captures the reason for the current state of the MedicationRequest.



		Intent

		Whether the request is a proposal, plan, or an original order.



		Category

		Indicates the type of medication request (for example, where the medication is expected to be consumed or administered)



		Priority

		Indicates how quickly the Medication Request should be addressed with respect to other requests.



		Reported Boolean

		Indicates if this record was captured as a secondary 'reported' record rather than as an original primary source-of-truth record. It may also indicate the source of the report.



		Medication

		Identifies the medication being requeste



		Patient

		A link to a resource representing the person or set of individuals to whom the medication will be given.



		Encounter

		The Encounter during which this [x] was created or to which the creation of this record is tightly associated



		Authored on Date

		The date (and perhaps time) when the prescription was initially written or authored on



		Requester

		The individual, organization, or device that initiated the request and has responsibility for its activation



		Reason Code

		The reason or the indication for ordering or not ordering the medication.



		Course of Therapy Type

		The description of the overall patte3rn of the administration of the medication to the patient



		Note

		Extra information about the prescription that could not be conveyed by the other attributes.



		Dosage Instructions

		Indicates how the medication is to be used by the patient.



		Dispensing Details

		Indicates the specific details for the dispense or medication supply part of a medication request



		Substitution

		Indicates whether or not substitution can or should be part of the dispense.



		Allowed Boolean

		True if the prescriber allows a different drug to be dispensed from what was prescribed



		Prior Prescription

		A link to a resource representing an earlier order related order or prescription







[bookmark: _Toc75300731]6.8 Observation 

The FHIR Observation resource defines information about a measurement or simple assertion made about a patient. The Search interaction enables the client to query for all observations of a specific name or list of names or a specific category of the observations that have been filed for a given patient for a given search parameters.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ Observation?[parameter=value]

		Retrieve Observation resources using the specified search criteria



		

		• Read

		/ Observation /{ID}

		Retrieve details about Observation ID



		Response Format

		application/JSON







Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/Observation?patient=[reference]&category=http://terminology.hl7.org/CodeSystem/observation-category|laboratory



		searching using the combination of the patient and category search parameters

		https://[base]/Observation?patient=1134281&category=http://terminology.hl7.org/CodeSystem/observation-category|laboratory



		https://[base]/ Observation?patient=[reference]&category=http://terminology.hl7.org/CodeSystem/observation-category|laboratory&status={[system]}|[code]

		searching using the combination of the patient and category and status search parameters

		https://[base]/Observation?patient=1134281&category=http://terminology.hl7.org/CodeSystem/observation-category|laboratory&status=final



		https://[base]/Observation?patient=[reference]&code={[system]}|[code]{,{[system]}|[code],...}&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and code and date search parameters

		https://[base]/Observation?patient=555580&code=http://loinc.org|2339-0&date=ge2019



		https://[base] /Observation?patient=[reference]&code={[system]}|[code]{,{[system]}|[code],...}

		searching using the combination of the patient and code search parameters

		https://[base]/Observation?patient=1134281&code=http://loinc.org|2339-0,http://loinc.org|25428-4,2514-8



		https://[base]/Observation?patient=[reference]&category=http://terminology.hl7.org/CodeSystem/observation-category|laboratory&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}



		searching using the combination of the patient and category and date search parameters 

		https://[base]/Observation?patient=555580&category=http://terminology.hl7.org/CodeSystem/observation-category|laboratory&date=ge2018-03-14



		https://[base]/Observation?patient=[reference

		searching using by the patient reference

		https://[base]/Observation?patient=1134281









Response Fields

All the Mandatory and Must support data elements are to be populate as specified in the US Core Observation Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Descriptions



		Id

		The logical id of the resource, as used in the URL for the resource



		Identifier

		A unique identifier assigned to this observation



		Status

		The status of the result value.



		Category (laboratory, social history)

		A code that classifies the general type of observation being made.



		Code (Observation name or text)

		The test that was performed.



		Subject (Patient)

		The patient, or group of patients, location, or device this observation is about and into whose record the observation is placed.



		Encounter

		The healthcare event (e.g. a patient and healthcare provider interaction) during which this observation is made.



		Effective date/time (collection date/time for laboratory)

		For lab tests this is the specimen collection date



		Issued (date/time observation made available, entered, verified)

		The date and time this version of the observation was made available to providers, typically after the results have been reviewed and verified



		Performer

		Who was responsible for asserting the observed value as "true"



		Observation value or result

		The Laboratory result value



		Data absent reason

		Provides a reason why the expected value in the element Observation.value[x] is missing



		Interpretation (abnormal flagging)

		A categorical assessment of an observation value. For example, high, low, normal.



		Note (comments)

		Comments about the observation or the results



		Reference range

		Guidance on how to interpret the value by comparison to a normal or recommended range







[bookmark: _Toc75300732]6.9 Organization

Using Organization resource, you can obtain information about Practices, Laboratories, Hospitals, and other facilities associated with a patient or provider. The search interaction enables the client to query for all Organization details for a given patient for a given search parameters.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ Observation?[parameter=value]

		Retrieve Observation resources using the specified search criteria



		

		• Read

		/ Observation /{ID}

		Retrieve details about Observation ID



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/Organization?name=[string]



		searching by organization name using the name search parameter

		https://[base]/Organization?name=Health





		https:// [base]/Organization?address=[string]

		searching organization based on text address using the address search parameter

		https://[base]/Location?address=Arbor



		[baseUrl]/Organization?_id

		searching by organization using the organization ID search parameter

		

[baseUrl]/Organization?_id=7709232







Response Fields

All the Mandatory and Must support data elements are to be populate as specified in the US Core Organization Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		Organization Identifier

		Identifier for the organization that is used to identify the organization across multiple disparate systems.



		Active

		Whether the organization's record is still in active use.



		Type

		The kind(s) of organization that this is



		Name

		A name associated with the organization.



		Contact Information

		A contact detail for the organization



		Address

		An address for the organization







[bookmark: _Toc75300733]6.10 Practitioner

The FHIR Practitioner resource defines demographics and identifiers for care providers at a health care organization. The search interaction enables the client to query for patients based on a specified set of demographics information for a given search parameters

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ Practitioner?[parameter=value]

		Retrieve Practitioner resources using the specified search criteria



		

		• Read

		/ Practitioner /{ID}

		Retrieve details about Practitioner ID



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/Practitioner?name=[string]



		searching for a practitioner by a string match of any part of name using the name search parameter

		https:// [base]/Practitioner?name=Smith





		https:// [base]/Practitioner?identifier={[system]}|[code]

		searching organization based on text address using the address search parameter

		https:// [base]/Practitioner?identifier=http://hl7.org/fhir/sid/us-npi|97860456



		[baseUrl]/Practioner?patient=[id]

		Return all Practioner resources for Patients with a logical id of 42

		[baseUrl]/Practioner?patient=42



		[baseUrl]/Practioner?patient.identifier=[system]|[code]

		Return all Practioner resources for Patients with a ELIG_ID of 9876543210

		[baseUrl]/Practioner?patient.identifier=https://zeomega.com/Id/ELIG_ID|9876543210





Response Parameters:

All the Mandatory and Must support data elements are to be populate as specified in the US Core Practitioner Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		Practitioner id

		The logical id of the resource, as used in the URL for the resource



		Identifiers/Aliases such as NPI and DEA

		An identifier that applies to this person in this role.



		Active (true/false)

		Whether this practitioner's record is in active use.



		Name

		The name(s) associated with the practitioner



		Telecom Information (secure email and phone)

		A contact detail for the practitioner, e.g. a telephone number or an email address.



		Address (Provider and System Authorization Only)

		ddress(es) of the practitioner that are not role specific (typically home address). Work addresses are not typically entered in this property as they are usually role dependent.



		Gender

		Administrative Gender - the gender that the person is considered to have for administration and record keeping purposes.







[bookmark: _Toc75300734]6.11 Practitioner Role

The FHIR Practitioner role resource describes a specific set of Roles/Locations/specialties/services that a practitioner may perform at an organization for a period. The search interaction enables the client to query for patients based on a specified set of demographics information for a given search parameters

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ PractitionerRole?[parameter=value]

		Retrieve PractitionerRole resources using the specified search criteria



		

		• Read

		/ PractitionerRole /{ID}

		Retrieve details about PractitionerRole ID



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/PractitionerRole?specialty={[system]}|[code]



		https:// [base]/PractitionerRole?specialty=http://nucc.org/provider-taxonomy|208D0000X



		searching practitioner role by specialty using the specialty search parameter



		https:// [base]/PractitionerRole?practitioner=[reference]

		1. https:// [base]/PractitionerRole?practitioner.identifier=http://hl7.org/fhir/sid/us-npi|97860456&_include=PractitionerRole:practitioner&_include=PractitionerRole?endpoint

1. 2.https:// [base]/PractitionerRole?practitioner.name=Henry&_include=PractitionerRole:practitioner&_include=PractitionerRole?endpoint

		searching practitioner role by practitioner name and identifier using chained parameters using the practitioner search parameter

1.chained parameters: practitioner.identifier,practitioner.name

2._include parameters: PractitionerRole:endpoint,PractitionerRole:practitioner



		[baseUrl]/PractionerRole?patient=[id]

		[baseUrl]/PractionerRole?patient=42

		Return all Practioner Role resources for Patients with a logical id of 42



		[baseUrl]/PractionerRole?patient.identifier=[system]|[code]

		[baseUrl]/PractionerRole?patient.identifier=https://zeomega.com/Id/ELIG_ID|9876543210

		

Return all Practioner Role resources for Patients with a ELIG_ID of 9876543210



		https:// [base]/PractitionerRole? organization=[reference]

		[baseUrl]/PractitionerRole?organization=1

		Return all PractitionerRole resources that have a organization with Organization Id of 1



		[baseUrl]/PractitionerRole?practitioner=[reference]

		[baseUrl]/PractitionerRole?practitioner=1

		Return all PractitionerRole resources that have a practitioner with Practitioner Id of 1







Response Parameters

All the Mandatory and Must support data elements are to be populate as specified in the US Core Practitioner Role Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		 PractitionerRole.id

		The logical id of the resource, as used in the URL for the resource.



		 practitioner

		Practitioner that is able to provide the defined services for the organization



		 organization

		The organization where the Practitioner performs the roles associated



		 code

		Roles which this practitioner is authorized to perform for the organization



		 specialty

		Specific specialty of the practitioner.



		[image: .] location

		The location(s) at which this practitioner provides care



		 telecom

		Contact details that are specific to the role/location/service







[bookmark: _Toc75300735]6.12 Procedure

The Procedure resource returns medical and surgical procedures performed on or for a patient during their lifetime. Historical procedures, as well as procedures recorded during a specific visit, are returned

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ Procedure?[parameter=value]

		Retrieve Procedure resources using the specified search criteria



		

		• Read

		/ Procedure /{ID}

		Retrieve details about Procedure ID



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/Procedure?patient=[reference]



		searching for all procedures for a patient using the patient search parameter

		https:// [base]/Procedure?patient=1291938





		https:// [base]/Procedure?patient=[reference]&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...

		searching using the combination of the patient and date search parameters

		https:// [base [base]/Procedure?patient=1137192&date=ge2019-01-14



		https:// [base]/Procedure?patient=[reference]&status={[system]}|[code]

		searching using the combination of the patient and status search parameters

		https:// [base]/Procedure?patient=1137192&status=completed



		https:// [base]/Procedure?patient=[reference]&code={[system]}|[code]{,{[system]}|[code],...}&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and code and date search parameters

		https:// [base]/Procedure?patient=1137192&date=ge2019-01-14&code=http://snomed.info/sct|35637008





Response Parameters

All the Mandatory and Must support data elements are to be populate as specified in the US Core Procedure Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		[image: .][image: .]Data Elements

		Description



		Id

		The logical id of the resource, as used in the URL for the resource



		Status (completed, entered-in-error)

		A code specifying the state of the procedure. Generally, this will be the in-progress or completed state.



		Code

		The specific procedure that is performed



		Subject

		The person, animal or group on which the procedure was performed.



		Encounter

		The Encounter during which this Procedure was created or performed or to which the creation of this record is tightly associated.



		Date performed

		Estimated or actual date, date-time, period, or age when the procedure was performed



		Who recorded

		Individual who recorded the record and takes responsibility for its content.



		Who performed

		Limited to "real" people rather than equipment.



		Location

		The location where the procedure actually happened. E.g. a newborn at home, a tracheostomy at a restaurant



		Reason procedure performed

		The coded reason why the procedure was performed. This may be a coded entity of some type, or may simply be present as text.



		Comment/Note

		Any other notes and comments about the procedure.







[bookmark: _Toc75300736]6.13 Care Plan

The FHIR CarePlan resource is a broad container for summarizing the plan of treatment for a patient. The Search interaction enables the client to query for the care plan for a given patient with a given search parameters

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ CarePlan?[parameter=value]

		Retrieve CarePlan resources using the specified search criteria



		

		• Read

		/ CarePlan /{ID}

		Retrieve details about CarePlan ID



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/CarePlan?patient=[reference]&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan



		searching using the combination of the patient and category search parameters

		https:// [base]/CarePlan?patient=1137192&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan





		https://[base]/CarePlan?patient=[reference]&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and category and date search parameters

		1. https:// [base]/CarePlan?patient=1137192&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&date=ge2019

2. https://[base]/CarePlan?patient=1137192&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&date=ge2018&date=le2018





		https:// [base]/CarePlan?patient=[reference]&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&status={[system]}|[code]

		searching using the combination of the patient and category and status search parameters

		https:// [base]/CarePlan?patient=1137192&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&status=active



		https:// [base]/CarePlan?patient=[reference]&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&status={[system]}|[code]&date={gt|lt|ge|le}[date]{&date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and category and status and date search parameters

		1. https:// [base]/CarePlan?patient=1137192&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&status=active&date=ge2019

2. https://[base]/CarePlan?patient=1137192&category=http://hl7.org/fhir/us/core/CodeSystem/careplan-category|assess-plan&status=active&date=ge2018&date=le2019







Response Parameters

All the Mandatory and Must support data elements are to be populate as specified in the US Core CarePlan Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		CarePlan Id

		The logical id of the resource, as used in the URL



		Status

		Indicates whether the plan is currently being acted upon, represents future intentions or is now a historical record



		Intent (plan)

		Indicates the level of authority/intentionality associated with the care plan and where the care plan fits into the workflow chain.



		Category (assess-plan)

		Category of the Careplan



		Title

		Human-friendly name for the care plan



		Subject (Patient Only)

		Who care plan is for.



		Encounter

		The Encounter during which this CarePlan was created or to which the creation of this record is tightly associated.



		Effective Period

		Indicates when the plan did (or is intended to) come into effect and end.



		Author

		When populated, the author is responsible for the care plan. The care plan is attributed to the author.





[bookmark: _Toc75300737]6.14 Condition

The FHIR Condition resource defines detailed information about a Condition, problem, or diagnosis relevant to the health of the patient. The Search interaction enables the client to query for all problems associated with a given patient's Conditions given search parameters.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ Condition?[parameter=value]

		Retrieve Condition resources using the specified search criteria



		

		• Read

		/ Condition /{ID}

		Retrieve details about Condition ID



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/Condition?patient=[reference]



		searching for all conditions including problems, health concerns, and encounter diagnosis for a patient using the patient search parameter

		https:// [base]/Condition?patient=1137192





		https:// [base]/Condition?patient=[reference]&clinical-status=http://terminology.hl7.org/CodeSystem/condition-clinical|active

		searching using the combination of the patient and clinical-status search parameters

		https:// [base]/Condition?patient=1032702&clinical status=http://terminology.hl7.org/CodeSystem/condition-clinical|active 



		https:// [base]/Condition?patient=[reference]&category={[system]}|[code]

		searching using the combination of the patient and category search parameters

		1.https://[base]/Condition?patient=1032702&category=http://terminology.hl7.org/CodeSystem/condition-category|problem

2.https://[base]/Condition?patient=1032702&category=http://terminology.hl7.org/CodeSystem/condition-category|health-concern

3.https://[base]/Condition?patient=1032702&category=http://terminology.hl7.org/CodeSystem/condition-category|encounter-diagnosis



		https:// [base]/Condition?patient=[reference]&code={[system]}|[code]

		searching using the combination of the patient and code search parameters

		 https:// [base]/Condition?patient=1032702&code=[http://snomed.info/sct|442311008] 



		https:// [base]/Condition?patient=[reference]&onset-date={gt|lt|ge|le}[date]{&onset-date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and onset-date search parameters

		https:// [base]Condition?patient=555580&date=ge2018-01-14







Response Parameters:

All the Mandatory and Must support data elements are to be populate as specified in the US Core Condition Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		Data Elements

		Description



		Id

		The logical id of the resource, as used in the URL for the resource



		Clinical status

		The clinical status of the condition.



		Verification status

		The verification status to support the clinical status of the condition.



		Category

		A category assigned to the condition.



		Severity

		A subjective assessment of the severity of the condition as evaluated by the clinician



		Condition code

		Identification of the condition, problem or diagnosis.



		Subject

		Indicates the patient or group who the condition record is associated with



		Onset (dateTime)

		Estimated or actual date or date-time the condition began, in the opinion of the clinician



		Date recorded

		The recordedDate represents when this particular Condition record was created in the system, which is often a system-generated date.



		Who recorded the condition

		Individual who recorded the record and takes responsibility for its content.



		Comment/Note

		Additional information about the Condition. This is a general notes/comments entry for description of the Condition, its diagnosis and prognosis.







[bookmark: _Toc75300738]6.15  Goal

The FHIR Goal resource defines objectives for a patient based on a current condition or recent procedure. The Search interaction enables the client to query for the goals of a given patient for a given search parameters.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/Goal?[parameter=value]

		Retrieve Goal resources using the specified search criteria



		

		• Read

		/Goal/{ID}

		Retrieve details about Goal ID



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/Goal?patient=[reference]



		searching for all goals for a patient using the patient search paramete

		https://[base]/Goal?patient=1137192





		https:// [base]/Goal?patient=[reference]&lifecycle-status={[system]}|[code]

		searching using the combination of the patient and lifecycle-status search parameters

		https:// [base]/Goal?patient=1137192&lifecycle-status=active



		https:// [base]/Goal?patient=[reference]&target-date={gt|lt|ge|le}[date]{&target-date={gt|lt|ge|le}[date]&...}

		searching using the combination of the patient and target-date search parameters

		1.https:// [base]/Goal?patient=1137192&target-date=ge2015-01-14&target-date=le2019-01-14





Response Parameters

All the Mandatory and Must support data elements are to be populate as specified in the US Core Goal Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		[image: .][image: .]Data Elements

		Descriptions



		 Goal.id

		The logical id of the resource, as used in the URL for the resource



		 lifecycleStatus

		The state of the goal throughout its lifecycle.



		 description

		Human-readable and/or coded description of a specific desired objective of care, such as "control blood pressure" or "negotiate an obstacle course" or "dance with child at wedding".



		 subject

		Identifies the patient, group or organization for whom the goal is being established



		 target

		Indicates what should be done by when.



		 dueDate

		Indicates either the date or the duration after start by which the goal should be met.







[bookmark: _Toc75300739]6.16 Location

The FHIR Location Resource provides details information for a physical place where services are provided and resources and participants may be stored, found, contained, or accommodated. The search interaction enables the client to query for all location details for a given patient for a given search parameters

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ Location?[parameter=value]

		Retrieve location using the specified search criteria



		

		• Read

		/Location/{ID}

		Retrieve location details using Location id



		Response Format

		application/JSON





Search Parameters

		Parameter Name

		Description

		Example



		https:// [base]/Location?name=[string]



		searching by location name using the name search parameter

		https:// [base]/Location?name=Health





		https:// [base]/Location?address=[string]

		searching location based on text address using the address search parameter

		https:// [base]/Location?address=Arbor



		https:// [base]/Location?address-city=[string]

		searching using the address-city search parameter

		https:// [base]/Location?address-city=Ann Arbor



		https:// [base]/Location?address-state=[string]

		searching using the address-state search parameter

		https:// [base]/Location?address-state=MI



		https:// [base]/Location?address-postalcode=[string]

		searching using the address-postalcode search parameter

		https:// [base]/Location?address-postalcode=48104







Response Parameters

All the Mandatory and Must support data elements are to be populate as specified in the US Core Location Profiles. The Optional Data elements can be display if the data are available in the source Systems.

		[image: .][image: .]Data Elements

		Description



		 Location.id

		The logical id of the resource, as used in the URL for the resource



		 Status

		The status property covers the general availability of the resource, not the current value which may be covered by the operationStatus, or by a schedule/slots if they are configured for the location.



		 Name

		Name of the location as used by humans. Does not need to be unique



		 Telecom

		The contact details of communication devices available at the location. This can include phone numbers, fax numbers, mobile numbers, email addresses and web sites.



		 Address

		Physical location



		 managingOrganization

		The organization responsible for the provisioning and upkeep of the location.







[bookmark: _Toc75300740]6.17 Care Team

The FHIR CareTeam resource includes all the people, teams, and organizations who plan to participate in the coordination and delivery of care for a single patient or a group. The Search interaction enables the client to query for the care Team for a given patient with a given search parameters.

Supportable Methods:

		Method

		GET



		Supported Interactions

		• Search 

		/ Location?[parameter=value]

		Retrieve CareTeam using the specified search criteria



		

		• Read

		/Location/{ID}

		Retrieve CareTeam details using CareTeam id



		Response Format

		application/JSON





Search Parameters:

		Parameter Name

		Example

		Description



		Patient Reference

https:// [baseUrl]/CareTeam?patient=[id]



		https://[baseUrl]/CareTeam?patient=42



		Return all CareTeam resources for Patients with a logical id of 42



id is the logical id of the patient on the server which can be obtained by a Patient resource query.





		https:// [baseUrl]/CareTeam?patient.identifier=[system]|[code]



		https:// [baseUrl]/CareTeam?patient.identifier=https://fhir.zeomega.com/Id/ELIG_ID|9876543210



		Return all Carteam resources for Patients with a ELIG_ID of 9876543210





system is a uniform resource identifier which defines which CodeSystem the identifer belongs to. 





		https://[baseUrl]/CareTeam?patient=[reference]&status=active

		https:// [baseUrl]/CareTeam?patient=1137192&status=active

		Fetches a bundle of all CareTeam resources for the specified patient and status =active







Response Fields

All the Mandatory and Must support data elements are to be populate as specified in the US Core CareTeam Profiles. The Optional Data elements can be display if the data are available in the source Systems

		Data Elements

		Description



		CareTeam.id

		The logical id of the resource, as used in the URL for the resource



		CareTeam.status

		Indicates the current state of the care team.



		CareTeam.subject

		Identifies the patient or group whose intended care is handled by the team.



		CareTeam.participant

		Identifies all people and organizations who are expected to be involved in the care team



		CareTeam.role

		Indicates specific responsibility of an individual within the care team, such as "Primary care physician", "Trained social worker counselor", "Caregiver", etc.



		CareTeam.member

		The specific person or organization who is participating/expected to participate in the care team.





[bookmark: _Toc75300741]7. Provider Directory



[bookmark: _Toc75300742]7.1 Provider Directory Resources

These are the resources and the endpoints available with the Zeomega Provider Directory API. The Provider Directory API supports the following FHIR approved implementation guide, and supports the following profiles:

· Implementation Guides: HL7® FHIR® DaVinci PDEX Payer Network (Plan-Net) Implementation Guide Version 1.0.0

· Supported Profiles :  HL7® FHIR® DaVinci PDEX Plan-Net Profiles

· Base URL: https://api-cms.zeomega.net/t/zeoprod.com/ProviderDirectory/v1/ - Note: The URL mentioned here should be treated as an illustration and the actual URL will be published once it is deployed in the environments. 

· URL Format and Example:  Format: https://<baseURL>/t/<tenant_name>/ProviderDirectory/v1/<profiles_name  Example: https://api-cms.zeomega.net/t/zeoprod.com>/ProviderDirectory/v1/Practitioner

[bookmark: _Toc75300743]7.2 Security

Provider Directory FHIR server does not maintain any records that can be associated with a consumer. Therefore, the Provider Directory API does not require third-party applications to send consumer identifying information and does not require authentication.

[bookmark: _Toc75300744]7.3 Restful Support capability

		Method

		GET



		Supported Interactions

		• Search 

		/ Resource-Type?[parameter=value]

		Retrieve the resource values using the specified search criteria for the particular resource type 



		

		• Read

		/Resource-Type/{ID}

		Retrieve resources details using particular resource id



		Response Format

		application/JSON









[bookmark: _Hlk75285985]

[bookmark: _Toc75300745]7.4 HealthCareService

[bookmark: _Toc67639738]The DaVinci PDEX Plan-Net HealthcareService profile is based on the core FHIR HealthcareService resource. The HealthCareService resource typically describes services offered by an organization/practitioner at a location. The resource may be used to encompass a variety of services covering the entire healthcare spectrum, including promotion, prevention, diagnostics, hospital and ambulatory care, home care, long-term care, and other health-related and community services

Search Parameters

		Search Parameter

		Definition

		Parameter Type

		Example



		location

		Select HealthcareServices available at the specified location.

		reference

		GET [base]/HealthcareService?location=[location]



		coverage-area

		Select services available in a region described by the specified location.

		reference

		GET [base]/HealthcareService?coverage-area=[coverage-area]



		organization

		Select HealthcareServices provided by the specified organization.

		reference

		GET [base]/HealthcareService?organization=[organization]



		name

		Select HealthcareServices with the specified name.

		string

		GET [base]/HealthcareService?name=[name]



		service-category

		Select HealthcareServices providing the specified category of services.

		token

		GET [base]/HealthcareService?category=[category]



		service-type

		Select HealthcareServices of the specified type.

		token

		GET [base]/HealthcareService?service-type=[service-type]



		specialty

		Select services associated with the specified specialty.

		token

		GET [base]/HealthcareService?specialty=[specialty]



		_id

		The logical ID of the resource.

		token

		GET [base]/HealthcareService?_id=[id]



		_lastUpdated

		When the resource version last changed.

		date

		GET [base]/HealthcareService?_lastUpdated=[_lastUpdated]







[bookmark: _Toc75300746]7.5. Insurance Plan

[bookmark: _Toc67639740]The DaVinci PDEX Plan-Net InsurancePlan profile is based on the core FHIR InsurancePlan resource. InsurancePlan describes a health insurance offering comprised of a list of covered benefits (i.e. the product), costs associated with those benefits (i.e. the plan), and additional information about the offering, such as who it is owned and administered by, a coverage area, contact information, etc.

Search Parameters

		Search Parameter

		Definition

		Parameter Type

		Example



		administered-by

		Select products that are administered by the specified organization.

		reference

		GET [base]/InsurancePlan?administered-by=[administered-by]



		owned-by

		Select products that are owned by the specified organization.

		reference

		GET [base]/InsurancePlan?owned-by=[owned-by]



		coverage-area

		Select products that are offered in the specified location.

		reference

		GET [base]/InsurancePlan?coverage-area=[coverage-area]



		name

		Select products with the specified name.

		string

		GET [base]/InsurancePlan?name=[name]



		plan-type

		Select plans of the specified type.

		token

		GET [base]/InsurancePlan?plan-type=[system]|[code]



		identifier

		Select products with the specified identifier.

		token

		GET [base]/InsurancePlan?identifier=[system]|[code]



		_id

		The logical ID of the resource.

		token

		GET [base]/InsurancePlan?_id=[id]



		_lastUpdated

		When the resource version last changed.

		date

		GET [base]/InsurancePlan?_lastUpdated=[_lastUpdated]



		type

		Select insurance plans of the specified type.

		token

		GET [base]/InsurancePlan?type=[system]|[code]









[bookmark: _Toc75300747]7.6. Location

The DaVinci PDEX Plan-Net Location profile is based on the core FHIR US Core Location resource. A Location is the physical place where healthcare services are provided, practitioners are employed, organizations are based, etc. Locations can range in scope from a room in a building to a geographic region/area.

Search Parameters:

		Search Parameter

		Definition

		 Parameter Type

		Example



		partof

		Select Locations that are part of the specified location.

		reference

		GET [base]/Location?partof=[partof]



		organization

		Select Locations managed by the specified organization.

		reference

		GET [base]/Location?organization=[organization]



		address-city

		Select Locations with the specified city address.

		string

		GET [base]/Location?address-city=[address-city]



		address-state

		Select Locations with the specified state address.

		string

		GET [base]/Location?address-state=[address-state]



		address-postalcode

		Select Locations with the specified postal code address.

		string

		GET [base]/Location?address=[address]



		address

		Select Locations with the specified address.

		string

		GET [base]/Location?address=[address]



		type

		Select Locations of the specified type.

		token

		GET [base]/Location?type=[system]|[code]



		_id

		The logical ID of the resource.

		token

		GET [base]/Location?_id=[id]



		_lastUpdated

		When the resource version last changed.

		date

		GET [base]/Location?_lastUpdated=[_lastUpdated]







[bookmark: _Toc75300748]7.7. Organization / Network

The DaVinci PDEX Plan-Net Network profile is based on the core FHIR Organization resource, and the DaVinci PDEX Plan-Net Organization profile is based on the core FHIR US Core Organization resource.

An organization refers to a formally or informally recognized grouping of people or organizations formed for the purpose of achieving some form of collective action. Includes companies, institutions, corporations, departments, community groups, healthcare practice groups, payer/insurer, etc.

[bookmark: _Toc67639744]A Network refers to a healthcare provider insurance network. A healthcare provider insurance network is an aggregation of organizations and individuals that deliver a set of services across a geography through health insurance products/plans. A network is typically owned by a payer.

Search Parameters

		Search Parameter

		Definition

		Parameter Type

		Example



		partof

		Select Organizations that are part of the specified organization.

		reference

		GET [base]/Organization?partof=[partof]



		address

		Select organizations with the specified address (matches any of the string elements of an address).

		string

		GET [base]/Organization?address=[address]



		name

		Select Organizations with the specified name.

		string

		GET [base]/Organization?name=[name]



		_id

		The logical ID of the resource.

		token

		GET [base]/Organization?_id=[id]



		_lastUpdated

		When the resource version last changed.

		date

		GET [base]/Organization?_lastUpdated=[_lastUpdated]



		type

		Select Organizations of the specified type.

		token

		GET [base]/Organization?type=[system]|[code]



		coverage-area

		Select health insurance provider networks available in a region described by the specified location.

		reference

		GET [base]/Organization?coverage-area=[coverage-area]







[bookmark: _Toc75300749]7.8. Organization Affiliation

The DaVinci PDEX Plan-Net OrganizationAffiliation profile is based on the core FHIR OrganizationAffiliation resource. The OrganizationAffiliation resource describes relationships between two or more organizations, including the services one organization provides another, the location(s) where they provide services, the availability of those services, electronic endpoints, and other relevant information.

Search Parameters

		Search Parameter

		Definition

		Parameter Type

		Example



		primary-organization

		Select roles offered by the specified organization.

		reference

		GET [base]/OrganizationAffiliation?primary-organization=[primary-organization]



		participating-organization

		Select roles filled by the specified organization.

		reference

		GET [base]/OrganizationAffiliation?participating-organization=[participating-organization]



		location

		Select OrganizationAffiliations available at the specified location.

		reference

		GET [base]/OrganizationAffiliation?location=[location]



		service

		Select OrganizationAffiliations providing the specified service.

		reference

		GET [base]/OrganizationAffiliation?service=[service]



		network

		Select roles where the organization is a member of the specified health insurance provider network.

		reference

		GET [base]/OrganizationAffiliation?network=[network]



		role

		Select OrganizationAffiliations with the specified role.

		token

		GET [base]/OrganizationAffiliation?role=[role]



		specialty

		Select OrganizationAffiliations associated with the specified specialty.

		token

		GET [base]/OrganizationAffiliation?specialty=[specialty]



		_id

		The logical ID of the resource.

		token

		GET [base]/OrganizationAffiliation?_id=[id]



		_lastUpdated

		When the resource version last changed.

		date

		GET [base]/OrganizationAffiliation?_lastUpdated=[_lastUpdated]







[bookmark: _Toc75300750]7.9. Practitioner

The DaVinci PDEX Plan-Net Practitioner profile is based on the core FHIR US Core Practitioner resource. A Practitioner is a person who is directly on directly involved in the provisioning of healthcare.

Search Parameter:

		Search Parameter

		Definition

		 Parameter Type

		Example



		name

		Select Practitioners with the specified name (matches against any of the elements in the HumanName data type).

		string

		GET [base]/Practitioner?name=[name]



		_id

		The logical ID of the resource.

		token

		GET [base]/Practitioner?_id=[id]



		_lastUpdated

		When the resource version last changed.

		date

		GET [base]/Practitioner?_lastUpdated=[_lastUpdated]



		family

		Select Practitioners with the specified family name.

		string

		GET [base]/Practitioner?family=[family]



		given

		Select Practitioners with the specified given name.

		string

		GET [base]/Practitioner?given=[given]







[bookmark: _Toc75300751]7.10. PractitionerRole

The DaVinci PDEX Plan-Net PractitionerRole profile is based on the core FHIR PractitionerRole resource. A specific set of Roles/Locations/specialties/services that a practitioner may perform at an organization for a period of time.

Search Parameter:

		Search Parameter

		Definition

		 Parameter Type

		Example



		practitioner

		Select roles filled by the specified practitioner.

		reference

		GET [base]/PractitionerRole?practitioner=[practitioner]



		organization

		Select PractitionerRoles available at the specified organization.

		reference

		GET [base]/PractitionerRole?organization=[organization]



		location

		Select PractitionerRoles available at the specified location.

		reference

		GET [base]/PractitionerRole?location=[location]



		service

		Select PractitionerRoles providing the specified service.

		reference

		GET [base]/PractitionerRole?service=[service]



		network

		Select roles where the practitioner is a member of the specified health insurance provider network.

		reference

		GET [base]/PractitionerRole?network=[network]



		role

		Select PractitionerRoles with the specified role.

		token

		GET [base]/PractitionerRole?role=[role]



		specialty

		Select PractitionerRoles associated with the specified specialty.

		token

		GET [base]/PractitionerRole?specialty=[specialty]



		_id

		The logical ID of the resource.

		token

		GET [base]/PractitionerRole?_id=[id]



		_lastUpdated

		When the resource version last changed.

		date

		GET [base]/PractitionerRole?_lastUpdated=[_lastUpdated]











[bookmark: _Toc75300752]7.11 _includes / _revincludes Search parameters

		Resource Type

		Supported Profiles

		Supported _includes

		Supported _revincludes



		Endpoint

		Plan-Net Endpoint

		Endpoint:organization

		 



		HealthcareService

		Plan-Net HealthcareService

		HealthcareService:location, HealthcareService:coverage-area, HealthcareService:organization, HealthcareService:endpoint

		PractitionerRole:service, OrganizationAffiliation:service



		InsurancePlan

		Plan-Net InsurancePlan

		InsurancePlan:administered-by, InsurancePlan:owned-by, InsurancePlan:coverage-area

		 



		Location

		Plan-Net Location

		Location:endpoint, Location:organization, Location:partof

		HealthcareService:location, InsurancePlan:coverage-area, OrganizationAffiliation:location, PractitionerRole:location



		Organization

		Plan-Net Network, Plan-Net Organization

		Organization:partof, Organization:endpoint, Organization:coverage-area

		Endpoint:organization, HealthcareService:organization, InsurancePlan:administered-by, InsurancePlan:owned-by, OrganizationAffiliation:primary-organization, PractitionerRole:organization, PractitionerRole:network, OrganizationAffiliation:participating-organization



		OrganizationAffiliation

		Plan-Net OrganizationAffiliation

		OrganizationAffiliation:primary-organization, OrganizationAffiliation:participating-organization, OrganizationAffiliation:location, OrganizationAffiliation:service, OrganizationAffiliation:endpoint, OrganizationAffiliation:network

		 



		Practitioner

		Plan-Net Practitioner

		 

		PractitionerRole:practitioner



		PractitionerRole

		Plan-Net PractitionerRole

		PractitionerRole:practitioner, PractitionerRole:organization, PractitionerRole:location, PractitionerRole:service, PractitionerRole:network, PractitionerRole:endpoint

		 







[bookmark: _Toc75300753]8. Drug Formulary

[bookmark: _Toc75300754]8.1 Drug Formulary Resources

These are the resources and the endpoints available with the Zeomega Drug Formulary API. The Drug Formulary API supports the following FHIR approved implementation guide, and supports the following profiles:

· Implementation Guides: http://hl7.org/fhir/us/davinci-drug-formulary/index.html

· Supported Profiles : http://hl7.org/fhir/us/davinci-drug-formulary/profiles.html

· Base URL: https://api-cms.zeomega.net/t/zeoprod.com/DrugFormulary/v1/ - Note: The URL mentioned here should be treated as an illustration and the actual URL will be published once it is deployed in the environments. 

· URL Format and Example:  Format: https://<baseURL>/t/<tenant_name>/DrugFormulary/v1/<profiles_name>  Example: https://api-cms.zeomega.net/t/zeoprod.com>/DrugFormulary/v1/list

[bookmark: _Toc75300755]8.2 Security

Drug Formulary FHIR server does not maintain any records that can be associated with a consumer. Therefore, the Drug Formulary API does not require third-party applications to send consumer identifying information and does not require authentication.

[bookmark: _Toc75300756]8.3 Restful Support capability

		Method

		GET



		Supported Interactions

		• Search 

		/ Resource-Type?[parameter=value]

		Retrieve the resource values using the specified search criteria for the particular resource type 



		

		• Read

		/Resource-Type/{ID}

		Retrieve resources details using particular resource id



		Response Format

		application/JSON







[bookmark: _Toc75300757]8.4 Coverage Plan

A health plan which contains links to administrative information, a list of formulary drugs covered under that plan, and a definition of drug tiers and their associated cost-sharing models. . This resource provides Coverage Plan information based on listId passed in uri parameter.





Search parameter:

		Search Parameter

		 Parameter Type

		Example



		_id

		token

		GET [base]/List?_id=[id]



		identifier

		token

		GET [base]/List?identifier=[system]|[code]



		item

		reference

		GET [base]/List?item=[item]



		status

		token

		GET [base]/List?status=[status]







[bookmark: _Toc75300758]8.5 Medication Knowledge

This resource provides the drug information which is part of a formulary. This resource provides Formulary Drug information based on medicationKnowledgeId passed in uri parameter



Search Parameter:

		Search Parameter

		Parameter Type

		Example



		DrugName

		string

		GET [base]/MedicationKnowledge?DrugName=[DrugName]



		DrugTier

		token

		GET [base]/MedicationKnowledge?DrugTier=[system]|[code]



		DrugPlan

		string

		GET [base]/MedicationKnowledge?DrugPlan=[DrugPlan]



		code

		token

		GET [base]/MedicationKnowledge?code=[system]|[code]



		_id

		token

		GET [base]/MedicationKnowledge?_id=[id]





Sample Data – Output Format

 CoveragePlan - http://hl7.org/fhir/us/davinci-drug-formulary/List-covplanV1002.json.html

 Drug Formulary - http://hl7.org/fhir/us/davinci-drug-formulary/MedicationKnowledgecmsip9.json.html



[bookmark: _Toc75300759]9. Explanation of Benefits

This resource provides information on Benefits in claims for members based on member ID search 

This resource provides four types of profiles.

· EOB Inpatient Institutional: https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-ExplanationOfBenefit-Inpatient-Institutional.html

· EOB Outpatient Institutional:  https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-ExplanationOfBenefit-Outpatient-Institutional.html

· EOB – Pharmacy : https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-ExplanationOfBenefit-Pharmacy.html

· EOB  - Professional Non Clinician: https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-ExplanationOfBenefit-Professional-NonClinician.html

The following are the supportable profiles along with EOB profiles as part of CPCDS data set

· Coverage: https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-Coverage.html

· Patient: https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-Patient.html

· Organization: https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-Organization.html

· Practitioner: https://build.fhir.org/ig/HL7/carin-bb/StructureDefinition-C4BB-Practitioner.html



Search Parameter:

		Resource

		Parameter

		Type

		Example



		ExplanationOfBenefit

		_id

		token

		GET [base]/ExplanationOfBenefit?_id=[id]



		ExplanationOfBenefit

		_lastUpdated

		date

		GET [base]/ExplanationOfBenefit?_lastUpdated=[_lastUpdated]



		ExplanationOfBenefit

		identifier

		token

		GET [base]/ExplanationOfBenefit?identifier=[system]|[code]



		ExplanationOfBenefit

		patient

		reference

		GET [base]/ExplanationOfBenefit?patient=[patient]



		ExplanationOfBenefit

		type

		token

		GET [base]/ExplanationOfBenefit?type=[system]|[code]



		ExplanationOfBenefit

		service-date

		date

		GET [base]/ExplanationOfBenefit?service-date=[service-date]









		Resource Type

		Supported Profiles

		Supported _includes



		Coverage

		C4BB-Coverage

		Coverage:payor



		ExplanationOfBenefit

		C4BB-ExplanationOfBenefit, C4BB-ExplanationOfBenefit-Inpatient-Institutional, C4BB-ExplanationOfBenefit-Outpatient-Institutional, C4BB-ExplanationOfBenefit-Pharmacy, C4BB-ExplanationOfBenefit-Professional-NonClinician

		ExplanationOfBenefit:patient, ExplanationOfBenefit:provider, ExplanationOfBenefit:care-team, ExplanationOfBenefit:coverage, ExplanationOfBenefit:insurer, ExplanationOfBenefit:*
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Problem Statement

Organizations may have multiple data repositories in addition to Epic that contain patient data.  There are several regulatory programs that encourage or require sharing data in those repositories with patients via APIs.  

Epic supports OAuth 2.0 with MyChart, which allows a patient to login with their MyChart account and authorize 3rd party apps to access their data using Epic APIs.  However, when developing an API to share non-Epic data, such as from an enterprise data warehouse or PBM, significant investment may be required to build the infrastructure to share non-Epic data securely.  Some of the key infrastructure components are:

· A client registration portal, where 3rd party app developers can register their application and be issued a client ID, which is necessary for OAuth 2.0 workflows.

· A user account management system, where patients can request accounts, perform password resets, enable multi-factor authentication, specify security questions, delegate access to family members or other care givers, etc. 

· An OAuth 2.0 authorization server, which can let a patient securely grant access to their data.



Epic supports all these infrastructure components.  Many organizations may want to re-use Epic’s infrastructure for non-Epic APIs.  

Background Information

Many organizations use MyChart as their patient portal and use MyChart’s OAuth 2.0 support to manage authorization of Epic APIs.  MyChart’s OAuth 2.0 support allows patients to login with their MyChart credentials to grant an application access to their data.  A detailed overview of the patient OAuth 2.0 flow, including screenshots, is available on the Open.Epic Patient Authentication page.








High Level Technical Summary

For organizations using MyChart as the patient portal, Epic can act as the authorization server for non-Epic APIs. This option offers a few advantages for the 3rd party API server:

1. 3rd party client registration will be handled by Epic’s open.epic or App Orchard platforms

2. The patient authentication and app authorization flow will be managed by Epic



3rd party API servers will need to do development to support this integration, but that development is generally much smaller than building a client registration and user account management system.



This option requires that the 3rd party API server develop integration with the Epic OAuth 2.0 server, specifically with the introspect endpoint.  The introspect endpoint will allow a 3rd party API server to present an Epic-issued access token, and determine whether the token is valid, when it expires, who it was issued to, and what data (scopes) the token grants access to.   The 3rd party API server can then use that information to determine what data it should share with the patient-authorized application.



The high-level interaction flow would be:

1. The member will authorize the app via MyChart.

2. The app may request data from the organization’s Epic server.

3. The app may request 3rd party data from the 3rd party API server.

4. The 3rd party API server will query the Epic OAuth 2.0 introspect endpoint to verify the access token and scopes.

5. The 3rd party API will query Epic for any information they need to identify the patient in their system.

6. The 3rd party API server must validate the scopes returned by Epic grant access to data they intend to return to the patient app.

7. The 3rd party API will respond to the patient application with requested patient’s data.





		It is especially important that the 3rd party API server validate the access token scopes in step 6.  Failure to do this properly may result in exposing patient data to unauthorized parties.  See the section on scope validation for more details.
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OAuth 2.0 Introspect API

Epic supports the OAuth 2.0 introspect API, which lets a 3rd party present an Epic-issued access token, and get data associated with that token.



The 3rd party can call the oauth2/introspect endpoint on the Epic auth server, providing the access token like so:

{

	"token":"Zq3a766dZ07uI0BHBqS6j6ouNSxqqqGakRZ1hbbd11nOqfJWZ9m9bw9hME-9OZce5VCrjFEdwZuqbSAY-rFGiY2PdZA3-0WWp-ji-pkllMGGsjMGd55h4zv9TWbSt6Zj",

	"epic_user_id_type":"systemlogin"

}



The Epic auth server will respond with information about the token:

{

	"active": true,

	"scope": "PATIENT.READ PATIENT.SEARCH DIAGNOSTICREPORT.READ DIAGNOSTICREPORT.SEARCH EXPLAINATIONOFBENEFIT.READ EXPLAINATIONOFBENEFIT.SEARCH",

	"client_id": "3330fa1443fe11e4b959520281306b0a",

	"username": "MEMBER1",

	"exp": 1507168257,

	"sub": " 1",

	"iss": "https://hostname/instance/oauth2/token",

	"jti": "B8AFFD4D680C4FF6A859FD91DE56CDF5",

	"epic_user_type": "WPR"

}

OAuth 2.0 Scopes

One of the key properties of an access token is the “scopes” it has access to.  A scope identifies a specific category of data that the access token is authorized for.  For example, one token may be allowed to access patient demographics, allergies, lab results, and explanation of benefit information, while another token may only be allowed to access patient demographics. 

Other Considerations

Patient matching

As part of the authorization flow, Epic identifies the user that is authorizing the app, and the specific patient that they are authorizing.  In many cases, the authorizing user and the patient are the same person, but we so support proxy access, where, for example, a parent can authorize access to their child’s chart.  The token that is issued in the authorization flow can only be used to access data for the specific patient.  



When using a 3rd party API server, that server will need to identify which patient the access token is granting access to so that they can determine what data in the 3rd party API server should be returned to the patient app.



Epic provides the patient’s FHIR ID in the response to the OAuth 2.0 introspect call.  This FHIR ID is an opaque ID and normally will not be directly meaningful to the 3rd party API server.  However, the 3rd party API server can use that FHIR ID to query Epic’s FHIR Patient resource for demographic and patient identifiers such as national IDs or MRNs.  If the 3rd party is a financial system, they may also query the Coverage resource to get member or subscriber IDs.



Endpoint Publishing

Publishing your API endpoint to patient app developers is an important step for enabling patient API access.  For the MU3 era regulation that applied to health systems, Epic handled the endpoint publishing for our customers.  The process we employed for health systems under MU3 would be an excellent pattern to apply to health plans under the CMS rule. 



Currently, Epic is only planning to publish Epic endpoints.  This mean that your organization may need to independently publish other endpoints your organization offers, even if they make use of the Epic OAuth 2.0 server.



Reference Documentation

Epic Documentation

OAuth 2.0 Introspect

Open.Epic Application Registration

FHIR Endpoint Directory

Patient Resource FHIR API 



Standards Documentation

SMART on FHIR specification
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